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Clustering Strategies

I Given pubkey, use blockchain to find pubkeys
of the same wallet

I make assumptions about wallet behavior
I heuristics
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Next steps

I How to quantify privacy on the blockchain?

I Requires data...

Privacy in Bitcoin Jonas Nick 15/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

P2P wallet leak

I simplified payment verification (SPV): light
wallets

I Some SPV wallets implement BIP37:
Connection Bloom filtering

I used for learning about new transactions
concerning the wallet

I Examples: Android Bitcoin Wallet, MultiBit,
Breadwallet, etc.

Privacy in Bitcoin Jonas Nick 16/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

P2P wallet leak

I simplified payment verification (SPV): light
wallets

I Some SPV wallets implement BIP37:
Connection Bloom filtering

I used for learning about new transactions
concerning the wallet

I Examples: Android Bitcoin Wallet, MultiBit,
Breadwallet, etc.

Privacy in Bitcoin Jonas Nick 16/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

P2P wallet leak

I simplified payment verification (SPV): light
wallets

I Some SPV wallets implement BIP37:
Connection Bloom filtering

I used for learning about new transactions
concerning the wallet

I Examples: Android Bitcoin Wallet, MultiBit,
Breadwallet, etc.

Privacy in Bitcoin Jonas Nick 16/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

P2P wallet leak

I simplified payment verification (SPV): light
wallets

I Some SPV wallets implement BIP37:
Connection Bloom filtering

I used for learning about new transactions
concerning the wallet

I Examples: Android Bitcoin Wallet, MultiBit,
Breadwallet, etc.

Privacy in Bitcoin Jonas Nick 16/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter

I Purpose: efficiently testing if element is
contained in a set

I Operations: insert and query

I False positive rate: Pr(query|not inserted)

I No false negatives

Privacy in Bitcoin Jonas Nick 17/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter

I Purpose: efficiently testing if element is
contained in a set

I Operations: insert and query

I False positive rate: Pr(query|not inserted)

I No false negatives

Privacy in Bitcoin Jonas Nick 17/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter

I Purpose: efficiently testing if element is
contained in a set

I Operations: insert and query

I False positive rate: Pr(query|not inserted)

I No false negatives

Privacy in Bitcoin Jonas Nick 17/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter

I Purpose: efficiently testing if element is
contained in a set

I Operations: insert and query

I False positive rate: Pr(query|not inserted)

I No false negatives

Privacy in Bitcoin Jonas Nick 17/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter

I Purpose: efficiently testing if element is
contained in a set

I Operations: insert and query

I False positive rate: Pr(query|not inserted)

I No false negatives

Privacy in Bitcoin Jonas Nick 17/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter in Bitcoin

Privacy in Bitcoin Jonas Nick 18/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter in Bitcoin

I Filter has space and time advantage

I fp-rate: bandwidth/privacy trade-off

I Most wallets: 8000 false positives

Privacy in Bitcoin Jonas Nick 19/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter in Bitcoin

I Filter has space and time advantage

I fp-rate: bandwidth/privacy trade-off

I Most wallets: 8000 false positives

Privacy in Bitcoin Jonas Nick 19/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter in Bitcoin

I Filter has space and time advantage

I fp-rate: bandwidth/privacy trade-off

I Most wallets: 8000 false positives

Privacy in Bitcoin Jonas Nick 19/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Bloom Filter Vulnerability

I Idea: query both pubkey and hash(pubkey)
I then

Pr(query(pk and pkh)|not inserted(pk and pkh))

I = fp-rate2

I most wallets: 1 false positive

I 20 crawlers collected 37,585 filters

I need to be picked up by seed nodes
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Results

Figure Distribution of the number of pubkeys in captured

BIP37 wallets.
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Results

Figure Distribution of total received bitcoins for a subset of

wallets.
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Mitigation

I A general fix requires substantial modification
of the protocol and is not on the priority list.

I Alternatives
I a central server that learns all of the client’s

addresses
I full node

Privacy in Bitcoin Jonas Nick 23/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Mitigation

I A general fix requires substantial modification
of the protocol and is not on the priority list.

I Alternatives
I a central server that learns all of the client’s

addresses
I full node

Privacy in Bitcoin Jonas Nick 23/34



Bitcoin Clustering P2P wallet leak Analysis Conclusion

Evaluate Clustering

I Collected filters allow to reconstruct all
pubkeys of a wallet

I Can apply clustering and evaluate clustering
performance using ”Ground truth”
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Performance metric

I precision: Pr(in wallet|heuristic)

I recall: Pr(heuristic|in wallet)
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Results

Heuristic mean recall
1/(wallet size) 66.27%
Multi-input 68.59%
Shadow 69.16%
Consumer 69.26%
Optimal 69.34%
Best 70.94%
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Result
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Conclusion

I captured pubkeys of 37, 000 wallets from the
Bitcoin network

I introduced two new clustering strategies

I evaluated performance of clustering using
ground truth

I modern wallets: 70% recall
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Q&A

I Questions?
I Contact

I nickler.ninja
I slides: nickler.ninja/slides/

2016-zurich-meetup.pdf
I thesis: nickler.ninja/papers/thesis.pdf

I jonas@blockstream.com
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