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BIP-MuSig2 signing specification

readability: meh
correctness: not executable, no tests
(surprisingly hard to get rid of errors)
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BIP-MuSig2 reference code

readability: good (for implementers)
tested (random tests, test vectors) &
type checked
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However, the halfagg spec is not actually
written in rust but in hacspec
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Hacspec
succinct, executable, verifiable specifications
for high-assurance cryptography embedded

in Rust

https://github.com/hacspec/hacspec

Pseudocode is whatever your interpretation is
Python is whatever the python interpreter does
hacspec:

verifiable: has formal semantics ("precise definition what
each operation does")

"Structured
Operational
Semantics"

https://github.com/hacspec/hacspec
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Why Formal Semantics?

Can use computer tools, i.e., proof assistants, to prove
that

The spec is free of array out-of-bound access or
integer overflows
The spec is complete: applying the aggregation
algorithm to valid BIP 340 sigs always yields a valid
half-aggregate sig
This implementation is correct: its behavior exactly
matches that of the spec ("formal verification")

Specification is unambiguous, which allows proper
reasoning about it.
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Spec Implementation

Security proof

Proof of "bug-
freeness" and
completeness

Correctness proof*

Far far future
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requires very specialized
skills & a lot of work

cargo hacspec -o coq.v -e v hacspec-halfagg
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Consider writing (crypto) specifications in hacspec instead of
pseudocode
Strip python, add supplemental pseudocode (as in BIP half-
agg)

do we need the pseudocode?
The above would already be an improvement for crypto BIPs
Formal methods is an established research field with little
practical relevance outside of some specialized areas,
perhaps Bitcoin (crypto) specs are such an area
Are there applications of this outside of cryptographic BIPs?
Perhaps proof engineering gets easier in the future (GPT-
3/Codex?). Until then hopefully we get people who do formal
analysis on our specs.

Conclusion


